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Introduction

This guide was designed to help you solve common issues with your Clean
Router. If you cannot find a solution here, please give our support team a
call. They would be glad to help you solve any issues you may be facing!

Contact Information
Support line: 1-520-445-4673
Email; support@cleanrouter.com

Hours
Monday — Friday: 8AM - 8PM (MST)
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Login Issues

Issue: | can'’t sign into the CleanRouter Admin Page Solutions:

Try visiting this web address while connected to the CleanRouter:
Basic/Pro Models: 192.168.2.1/login.php/
Small Business Model: 10.0.0.1/login.php/
If you reach the CleanRouter sign in page, attempt to sign in
If it states that your password is wrong, please follow the steps in this video.
If you have customized the router’s local IP address to another number, you would use
that alternate number instead (ex: 192.168.3.1/login.php)
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https://192.168.2.1/login.php/
https://10.0.0.1/login.php/
https://cleanrouter.com/how-to-reset-your-admin-password
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- The Ul has been updated, but the steps are similar:
o Click “Reset Password”
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ULTIMATE PARENTAL CONTROLS

Logout

Please Login Below

Password:

O Keep me logged.in on this device.
Reset Password

@& App Store || P Google Play
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ULTIMATE PARENTAL CONTROLS

Please Login Below

Password:

O Keep me logged in on this device.

Please Check Your Email!

o Access the link in the email from a device connected to the router

Password Reset

Reset Your Clean Router Admin Password

We received a request to reset the password for your Clean Router admin settings.

Click the button below to create a new password.

Reset Password

If the button above doesn't work, copy and paste the following link into your browser:

http://10.0.0. 1/pages/confirm. php?id=69cd62ai 7 8ach
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Type/Confirm your new password

Change Password

Enter New Password

New Password:

Confirm:

& App Store | | I Google Piay

If you are connected to the CleanRouter and the above steps do not work, please contact our
support team right away.

Issue: [ can’t sign into the CleanRouter remote login
Solutions:

The CleanRouter remote access system (remote.cleanrouter.com) utilizes the administrative

email address as well as the usual administrator password. Please try the following steps if you

have issues logging in:

- Verify the email address and password match what is associated with your CleanRouter
account. (If you are unsure of what these should be, please contact our support team)

- Ifit states that your password is wrong, please follow the steps in the previous password
reset section.

- If you own (or have owned) multiple CleanRouters, please try changing the email
address associated with the CleanRouter you are trying to access remotely. Currently,
each CleanRouter can only be associated with one unique email address. If multiple
CleanRouters share the same email address, the remote system will not function
correctly. You can also contact us if you believe you have a duplicate entry from an older
CleanRouter, and we can check that and remove the duplicate if needed.

Connectivity Issues

Issue: | can’t connect to the CleanRouter wireless network
Solutions:

The CleanRouter wireless network will be using the following configuration by default:


https://remote.cleanrouter.com/
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SSID: CleanRouter / CleanRouter2GHz
Password: The 10-digit telephone number you entered during the setup wizard.

Please try the following steps if you are having issues connecting:

- Verify you are connecting to the *CleanRouter wireless network

- Verify you are using the correct password

- Test other devices; do they connect to the wireless network? If so, try rebooting the
affected device

- Connect to the CleanRouter using an Ethernet cable and log into the admin page
(192.168.2.1 / 10.0.0.1). Then, try changing the SSID and password on the Network >
Wireless page, and hit Save. Try to connect to the wireless network using the newly
added information.

*Or the network name you saved when configuring your router in the CleanRouter Wizard
Issue: | am having performance issues on the wireless network

Solutions:

Wireless performance can vary greatly, depending on several factors:

- Distance to router

- Building materials (Concrete, metal, will cause degradation)

- Interference from other wireless routers, or repeaters. The router should have 3-5 feet of
clearance from other electronics, especially things like cordless telephone stations,
wireless printers, baby monitors, speakers (or anything with large magnets), and cell
phone boosters.

- Device hardware.

- The number of devices connected. (The more connected, the slower the network)

- The radio used: 2.4Ghz or 5Ghz (5Ghz is usually faster, but typically has shorter range)

When having wireless performance issues, it is important to get a baseline. Please try the
following:

Connect to the CleanRouter wireless network
Move to within 6ft of the router

Visit this website: fast.com

Fast.com will run a speed test automatically

If the result from this speed test is close to what you are paying for from your Internet Service
Provider, then it is possible there is no issue with your Clean Router. Please contact our
support team if you believe these results to be unsatisfactory. Be sure to mention your speed
test results.

Issue: My wireless printer is not connecting to the CleanRouter

Solutions:


https://fast.com/
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Wireless printers are super easy to set up, in that there are literally only 2 methods to do so with
the Clean Router.

The only two ways to connect to a wireless printer are automatic configuration (usually done by
front LED panel), or manual setup (done through installing the printer again using installation
software or drivers provided by the manufacturer’s website). Either connection type merely
needs the name (SSID) and wireless password (Key) from the Clean Router.

An HP specific* example of ‘Front LED panel setup’ can be found here, listed under: HP
Wireless Setup Wizard (products with display)

http://www8.hp.com/us/en/campaigns/wireless-printing-center/printer-setup-help.html

An HP specific * example of ‘manual setup’ can be found from the same link, listed under: USB
setup of wireless (Products without display)

http://www8.hp.com/us/en/campaigns/wireless-printing-center/printer-setup-help.html

*Most other printers will have the same format. Using the front panel to navigate to network or
wireless, then “wireless setup wizard” - or, for those without the front panel, using the USB
setup as described.

Filtering & Blocking issues

Issue: A website is coming through that | do not want available
Solutions:

The Clean Router’s base filtration is very good at preventing pornography or other illicit sites,
but the line of what material is objectionable or not is certainly going to vary from user to user.
The filter can also be used to restrict perfectly mundane websites - so if there is any website
that is *not* blocked that you would like to see restricted, the Black List is built exactly for this
purpose.

To add a website to your router’s Black List to be blocked, please try the following:

- Connect to the router’s admin-portal page (192.168.2.1/login.php | 10.0.0.1/login.php) or
the CleanRouter Parent App and log in using your administrator password

- Click on the “Black List” section on the navigation menu

- Enter the website to be blocked - no http:// or www. required (ex: cars.com, disney.com,
facebook.com)

- Click the Save button in the top right-hand corner of the screen. You should see a green
‘success’ message.


http://www8.hp.com/us/en/campaigns/wireless-printing-center/printer-setup-help.html
http://www8.hp.com/us/en/campaigns/wireless-printing-center/printer-setup-help.html
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- You can test the Black List entry by attempting to browse to the site after it has been
saved to the Black List. The site should be blocked as soon as the entry has been
saved. *

*If a site has been added to your Black List and is still coming through, please try clearing the
cache from your browser. If you have recently visited the site, browser caching can sometimes
hold onto data from a previous session and allow it to load through where otherwise it would be
blocked. If you have added a website to your black list and cleared your cache and yet it is still
coming through and not being blocked, please contact our support team right away!

Issue: A website is being blocked / service is being blocked / pieces of a website are being
blocked that should not be.

Solutions:

The Clean Router’s filter is an active filter and can treat the same website differently day-to-day
with different content. It is also set for ‘safe rather than sorry.” The router can take a harsher
stance on certain words and phrases, depending on what categories your router is set to filter. If
a website or piece of a website is not working and you suspect the filter is the culprit, the White
List is built exactly for this purpose.

To add a website to your router’s White List to be exempted from the filter, please try the
following:

- Connect to the router’'s admin-portal page (192.168.2.1/login.php | 10.0.0.1/login.php) or
the CleanRouter Parent App and log in using your administrator password

- Click on the “White List” section on the navigation menu

- Enter the website to be exempted - no http:// or www. required (ex: cars.com,
disney.com, facebook.com)

- Click the Save button in the top right-hand corner of the screen. You should see a green
‘success’ message.

- You can test the White List entry by attempting to browse to the site after it has been
saved to the White List. The site should function as soon as the entry has been saved. *

*If a site has been added to your White List and is still not loading, please contact our support
team right away! Many sites will pull from various content delivery networks or behind-the-
scenes servers, and there may be more than just the ‘faceplate’ website that needs to be
entered onto the White List to allow full functionality. Our filtering engine searches out those
behind-the-scenes networks/servers to whitelist them automatically.

Note: Understanding Filter Categories

The CleanRouter uses categories—such as Adult, Gambling, or Malware—to sort the internet.

- How it works: Each category has an individual on/off toggle on your Filter Settings >
Categories page.
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- The Result: If a category toggle is set to ON, the filter is active for that label. For
example, if "Social Media" is toggled ON, sites like Facebook will be blocked
immediately regardless of the specific content on the page.

Note: Understanding Filter Strength

The Filter Strength Slider acts as a global "rating" for your network (like G, PG, PG-13, or R).

- How it works: The router uses our weight-based site rating system to block sites that
exceed the set filter level. As you move the slider toward "Most Strict”, you limit the
sites that are accessible based on our filtering logic to sites that are lower on the rating
scale (G or PG).

- The Result: This provides vital baseline protection. Even if a specific category is
unintentionally toggled OFF, the Filter Strength slider ensures that highly objectionable
content is still restricted based on its cumulative "weight" score.

Issue: | suspect the filter is causing problems with a download / gaming console / smart TV
/Roku Box

Solutions:

The CleanRouter actually has various Xbox, PlayStation, and Streaming Service sites and
servers listed in its Gaming & Entertainment category. By default, this category is turned off as
we try not to break these services out of the box. Even so, we still see individual instances
where a connection has trouble for a download, or a streaming service may buffer where it did
not previously. The CleanRouter is not actively blocking anything in these instances, but the
filter's mere presence might be the issue - being rejected from the other end, rather than the
filter doing any blocking itself.

The only service that is filterable on these devices is the built-in web browser such as Firefox,
Chrome, Safari, etc - so excluding from the filter is usually a safe option for these devices if they
are having trouble. With a Roku box particularly, there is nothing the CleanRouter should be
filtering at all.

To exclude a device from the filter, we would first need either its MAC address or IP address
(given from the Clean Router, default example: 192.168.2.x) to set a ‘Friendly Name’ nickname
for a given device. If you are not certain of where to obtain this information a quick Google
search for “how to find the IP address for ....” or “how to find MAC address for ....” will give
step-by-step instructions.

Once you have the MAC or IP address for a device, please try the following:
- Connect to the router’s admin-portal page (192.168.2.1/login.php | 10.0.0.1/login.php) or

the CleanRouter Parent App and log in using your administrator password
- Click on the “Friendly Names” section on the left side column



- Match the IP address or MAC address to an entry, then click the green plus (+) mark to
add a nickname for that device. *

- Click the Save button in the top right-hand corner of the screen. You should see a green
‘success’ message.

- Once a nickname is set, toggle the “Exclude from filter” option to “Yes” on the device.

- Click the Save button in the top right-hand corner of the screen. You should see a green
‘success’ message.

- Removing an exclusion from the filter is as easy as re-visiting the device list page from
*any* device and toggling the “Exclude from filter” option back to “No.”

*If you are uncertain of which device is which, there is an “add this computer” button on the
Device List page that will auto-detect the device you are working on. This button is a ‘dumb’
button and will create a duplicate entry for a device that already has a nickname however - so
double check to be sure the nickname field it creates does not match the information of any
existing devices with nicknames.

Note: Many modern gaming consoles and smart home devices prefer to use IPv6 for their
internal networking. However, the CleanRouter disables IPv6 to ensure all internet traffic is
forced through the filtering engine, preventing potential "leaks" or bypasses. If your device
shows a status of "Connected - No Internet” or "IPv6: Unavailable,” this is by design. If the
device refuses to function without IPv6, exclude it from the filtering.

Issue: / am having trouble downloading an Apple Operating System (OS) update / H&R Block
tax software is not downloading/updating/operating

Solutions:

Normal Apple app updates should go through the filter just fine, but full Operating System
updates may struggle with the filter — same with the H&R Block tax software. The filter is not
actively blocking anything for these services, but it does run as a transparent proxy and as best
we can tell the security systems involved do not like that.

Excluding the device from filtering is the solution in either case, merely for the duration of the
download/update or the usage of the H&R Block tax software. As mentioned in the prior
troubleshooting steps, excluding from the filter requires the creation of a Friendly Name
nickname first, which requires the IP address or MAC address of a given device.

If you are not certain of where to obtain this information a quick Google search for “how to find
the IP address for ....” or “how to find MAC address for ....” will give step-by-step instructions.

Once you have the MAC or IP address for a device, please try the following:

- Connect to the router’'s admin-portal page (192.168.2.1/login.php | 10.0.0.1/login.php) or
the CleanRouter Parent App and log in using your administrator password

- Click on the “Friendly Names” section on the left side column

- Match the IP address or MAC address to an entry, then click on the green plus (+) mark
to add a nickname for that device. *
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- Click the Save button in the top right-hand corner of the screen. You should see a green
‘success’ message.

- Once a nickname is set, toggle the “Exclude from filter” option to “Yes” on the device.

- Click the Save button in the top right-hand corner of the screen. You should see a green
‘success’ message.

- Removing an exclusion from the filter is as easy as re-visiting the device list page from
*any* device and toggling the “Exclude from filter” option back to “No.”

*If you are uncertain of which device is which, there is an “add this computer” button on the
Device List page that will auto-detect the device from which you are accessing the portal. This
button is a ‘dumb’ button and will create a duplicate entry for a device that already has a
nickname however - so double check to be sure the nickname field it creates does not match
the information of any existing devices with nicknames.

Time Restriction Issues

Issue: Devices are not being restricted during the times that have been set Solutions:

Time Restrictions are based upon the time zone the router is set to - which is listed on the

My Account > My Info page of the router’s admin portal. You can also check the Time
Restrictions page to see the current date and time the router is set to. If that information does
not match your local time, set the time zone on the My Info page.

Issue: The time zone and date/time listed under Time Restrictions are correct, but devices
are still connecting during times they should be restricted.
Solutions:

Time Restrictions work by cutting off new requests - so cached data or an existing connection
that does not request new data will continue to work until such time as they are refreshed /
reloaded / request new server info.

As an example: time restrictions are set on Device A to block internet for 10pm to 7am. A user
on that device is watching a YouTube video - which continues to play after the 10pm ‘off’ time
should start. This is due to the ‘buffer’ for the video which has already been downloaded and
cached. Clicking on a new video or refreshing the page would trigger the time restriction block -
or simply waiting until that video’s buffer has played through and run out.

In the same manner, a user on Device A is browsing their favorite social media site. 10pm rolls
around and the page they are on still functions - the page they are currently on has already
loaded and is not ‘live’ or requesting new information. Clicking to browse anywhere else or
refreshing that page would trigger the time restriction block.

A great way to test that time restrictions are working is to first test that a device is browsing
normally. Then, after creating a time restriction for the device, block out the current hour and
save the restriction. Try browsing again to a new page, which should not work. If so, go back to
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the Time Restrictions section and edit the ruling to allow internet again for this hour. Browsing to
a new page should again load through properly.

Subscription Issues

Issue: / am trying to update my subscription information

Solutions:

The Clean Router’s subscription is set to auto-renew by default, and if you would like to change
the card information to be used you can do so at any time by using the “Subscription” page of
the router’s admin-portal page.

If you have any problems with updating your information, please call our support agents at 1-
520-445-4673 any time during our service hours.

Small Business Model Issues

Issue: I am unable to connect to the WireGuard VPN remotely
Solutions:

The CleanRouter SB model allows you to configure a WireGuard VPN to securely connect your
devices remotely. Optionally, you can still ensure remote traffic remains filtered. If you are
having trouble connecting a remote device to the VPN, please check the following:

- Port Forwarding (Double NAT): If your CleanRouter is not directly connected to your
ISP (e.g., it sits behind another router or a combo modem/router), you must forward the
WireGuard listen port—default UDP 41099—on your ISP’s router to the CleanRouter's
WAN IP address.

- Rule Example: If your CleanRouter’s IP on the ISP network is 10.0.0.50, you must
create a port forwarding rule on the ISP router: UDP 41099 — 10.0.0.50:41099.

- Consistent Port Matching: If you have customized the "Listen Port" in the CleanRouter
admin settings, ensure the port forwarding rule on your ISP router matches that specific
number.
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